Cybersecurit

Fundamentals to help you
stay safe online
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Steve Jones, President
Signal Hill Technologies



Some universal truths in
cybersecurity

* Anything can fail
 Anyone can make a mistake

 Security and functionality— ¢
will always be at odds

« Complexity invites risk
« Cybercrime pays




Important cybersecurity conce

« DNS
« Encryption/PKI/CAs
« Web apps and browsers

 Credentials and auth
tokens

* Threat actors and threat
intelligence




Employer scam (direct deposit, new hire)
Employee/job seeker scams
Tech support scams —
Phishing - DocuSign, voicemail V
Romance/imposter scams

(Al is making it easier for criminals
to seem legit!)




File  Message Help Acrobat

@ - 3 M O 959 - ﬂﬁﬁsharetoTeams ) Al Apps G2 Mark Unread EEV Fhv F'Ev QO Fnd Kb O\Zoom ﬁ‘] [} Report Phishing @Vivalnsights
5

2025 Agreement - Finalized for Client Confirmation

@ customer1@b-forum.net © ] © Reply | © Repyal | > Foveard ||

To @ Steve Jones Wed 10/29/2025 1:49 P

@ If there are problems with how this message is displayed, click here to view it in a web browser,

You don't often get email from customer1@b-forum.net. Learn why this is important

Adobe

Adobe Acrobat Sign

Review and sign

Signalhill Consulting Agreement COmmission & Payments_4062.pdf

Recipient: sjones

Please review and complete: Signalhill NDA_Agreement Renewal & pmts Balance
I86HC_4062.pdf

Adobe Acrobat Sign
By proceeding, you agree that this agreement may be signed using electronic or handwritten signatures.

To ensure that you continue receiving our emails, please add adobesign@adabesign.com to your address book or safe list




File  Message Help Acrobat

@J - B B @ - 99 - ﬁsharetoTeams [B) Al Apps G2 Mark Unread QBV Fhv %v O find 55+ O\Zoom ﬁ‘] L7 Report Phishing @Vivalnsights

Iy

2025 Agreement - Finalized for Client Confirmation

@ customeﬂ@b forum.net b SUSplClOUS © | © Reply | € ReplyAl | = foward || i

domain names Wed 10/29/2025 1:49 P

@ If there are problems with how this message is displayed, click here to view it in a web browser.

//bigbagparaguay.com/s
gLRDDScWdu
t10IHNzLIhRWOMQDgl4GKKTAfgBzTPAByp
Adobe KarCFNge4MwHIcuTnM6fLyrOtmVQShp
Adobe Acrobat Sign Click or tap to follow link.

You don't often get email from customer1@b-forum.net. Learn why this is important

Review and sign

Signalhill Consulting Agreement COmmission & Payments_4062.pdf

Recipient: sjones

Please review and complete: Signalhill NDA_Agreement Renewal & pmts Balance
IB6HC_4062.pdif

Adobe Acrobat Sign
By proceeding, you agree that this agreement may be signed using electronic or handwritten signatures.

To ensure that you continue receiving our emails, please add adobesign@adobesign.com to your address book or safe list.




agrobat

S € = W sharetoTeams

File ~ Message Help

i~ 8 M All Apps

2025 Agreement - Finalized for Client Confirmatio

@ If there are problems with how this message is displayed, click here to view it in a web browser.

customer1@b-forum.net
To @ Steve Jones

You don't often get email from customer1@b-forum.net. Learn why this is important

Adobe

Adobe Acrobat Sign

]3]

& Mark Unread g~

Report Phishing

Review and sign

A\ Report Phishing &) \j

© | © Reply

& Reply Al

https://bigbagparaguay.com/s/
GaloUSTILsnOWQRExD83VugLRDDS5cWdu
t10IHNzLIhRWOMQDgl4GKKTAfgBzTPAByp
KarCFNgedMwHIcu1nMefLyrOtmVQShp
Click or tap to follow link.

Signalhill Consulting Agreement COmmission & Payments_4062.pdf

Recipient: sjones

Review and sign

Please review and complete: Signalhill NDA_Agreement Renewal & pmts Balance

186HC_4062.pdf

Adobe Acrobat Sign

By proceeding, you agree that this agreement may be signed using electronic or handwritten signatures.

To ensure that you continue receiving our emails, please add adobesign@adobesign.com to your address book or safe list

- Foward | | i@

Wed 10/29/2025 1:49 P




<

View your Office 365 E3 invoice 21

Oct 21

62928506576 .
™ PDF-245KB

Sign in to view your
Office 365 E3 invoice

Your Office 365 E3 invoice is now
available in the Microsoft 365 admin
center. Sign in to view it.

View your invoice >

Microsoft

Microsoft

] microsoft-noreply@microsoft.co

@ LinkedIn

9 Several possible matches for
Microsoft

Email

Microsoft 10/21/2025
View your Intune invoice Inbox

Sign in to the Microsoft 365 admin
center to view your invoice.

Microsoft 10/21/2025
i i Inbox




% [ @ Enter passphrase

FDIC Fo1C-insured - Backed by the fullfaith and credit of the U.S. Government Locations Rates Contact Us Chat Q

* T
¥y e— AMERlSERV Personal Business Wealth Resources About

/o on purchases and balance transfers Visa® P|atinum

Ln;rRo UNT". 2027* Credit Card

New consumer Platinum cardmembers can
That's nearly two years! enjoy an exclusive 0% introductory APR on
purchases and balance transfers for 21 billing
cycles with this limited time offer!

*+, = AMERISERY

R BANK'

Learn More = ]




Certificate Viewer: www.ameriserv.com

General Dretails

Issued To

Common Mame (CR) WA, S EerisSerny. . Corm
Organization (O) =Moot Part Of Certificate=
Organizational Unit {OU) =Moot Part Of Certificate=

Issued By

Common MNMame (CN) WWE
Organization (O Google Trust Services
Organizational Unit {OU) =Moot Part Of Certificate=

Valhidity Perniod

ssued COn Saturday, October 25, 2025 at 10:18:13 PM
Fxpires On Friday, January 23, 2026 at 10:18:05 Pk

SHA-256
Fingerprnts

Certificate d7625c53c50dE7 112939 e2495 Tacal3dr651f8cd Fecy 3ecO9b2406Tad Fd
5554

Public Key 3T1bfcOad4e239d166654cA40bd32240120ead338291b33%ae0%ade3705420
&25954




What to do?

1. Prevent
- Use MFA
« Use unique, strong passwords
« Haveibeenpwned.com
« Patch, harden
« Windows Update
 Mac Software Update

2. Detect
« Be vigilant, know what to look for
« Credit monitoring
* Fraud alerting

3. Respond
* Internet Crime Complaint Center (ic3.gov)
- Better Business Bureau Fraud Tracker bbb.org/scamtracker




Questions?

Steve Jones
President
info@signalhill.tech
https://www.signalhill.tech

Contact us: S —— V



https://www.signalhill.tech/
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